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Disclaimer(s)
Views and ideas are my own, not those of any 
prior (or future) employers.

Use of genAI tools are referenced accordingly.



BLUF and Outline

● What are DHTs?
● Why do I care?
● Where are we now?
● What could go wrong?
● What is a future vision of health with DHT, and how do we 

get there?

BLUF: An “n of 1” approach is needed to link data from digital 
health tech to useful applications. Wearables as the new “omic.”



Key themes

● Data are the foundation for discovery and insight
● Technology can enable and is only useful if people use it
● Cross-sector partnerships (it takes a village)
● Proactive security especially for emerging technology



What is it?



What do I mean by DHT?

● Where 1s and 0s meet flesh and blood
● Digital signals that capture health-related signals (digital 

biomarkers)
● Devices can be wearable devices like watches, implanted, 

environmental sensors, etc.; could also be software/apps

Digital health technology is the use of digital devices & 
technologies to understand health, wellness, and physiology



Data / information from DHTs
Raw
● External sensors

○ heart rhythm, motion/activity, 
electrodermal activity, temperature, 
spO2, blood pressure, respiration, 
sweat, audio, …

● Implanted sensors
○ Molecules, including glucose, lactate, 

MBL, O2, …
● Ingestible sensors 

○ smart pills, cameras
● Environmental sensors 

○ audio, cough specific signatures, gait
● User-input / data / information

○ diet, weight, water consumption, …

Processed (inferred)
● Activity

○ Steps (10,000K / day)
● HR summary stats

○ Resting HR
○ HRV

● Cardio anomaly
○ AFib
○ Maybe high BP is next?

● Sleep
● Hydration status
● “Stress”



Why do I care?



Prevent the next pandemic portfolio @ DARPA
DARPA Prometheus Program

● Multi-omic, multi-pathogen, 
multi-host

● Telemetry and wearables
● Human challenge for 

influenza
● Signals of infection as soon 

as possible (individual level)
● Wearables had earliest 

signal - resting HR, HR 
variability, sleep offset

https://www.darpa.mil/news-events/2016-06-13a



It’s all in the data
● Systems biology / physiology is 

dynamic
● Need continuous vs discrete 

data points
● Look at deviations from a 

baseline / threshold
● Often looping patterns or 

oscillations
● Can then infer data density that 

you need to be informative
● Molecular measures are usually 

invasive and have other 
challenges

https://doi.org/10.1371/journal.pbio.1002436

https://doi.org/10.1371/journal.pbio.1002436


NIH’s All of Us Research Program

● Goal is 1 million diverse 
participants

● DHT address 
environment and 
lifestyle



Fitbit data in NIH’s All of Us Research Program



Where are we?



Some context: genomic sequencing tech



Some context: life expectancy in the US is trending down while 
spending is outsized



Some context: DHT market is growing



Current DHT research, development, testing, evaluation, application

● Activity monitoring and behavioral health research & 
applications

● Elite athletes
● Women’s health
● Human performance optimization and extreme environments
● Infectious diseases, health security
● Chronic diseases, including long COVID
● Sleep
● Post-surgical monitoring
● Seizure disorders



Scripps DETECT study

Scripps, Care Evolution, Apple, others

https://www.scripps.edu/science-and-medicine/translational-institute/translational-research/digital-medicine/



Evidation health 



BARDA’s portfolio of health security applications



Athlete-focused devices



DOD invests in DHT



VA distributes wearables to veterans



Another interesting device / application for kiddos

Owlet

https://www.owletcare.com/



What could go wrong?



Basic security issues with information systems

● CIA triad
● Privacy
● Data-type specific regulatory 

concerns (HIPAA)
● Emerging (new) data types
● Attack space
● Threat vectors



New technology present new risks



Strava data outlines military bases



Inequity
● Fitbit (BYOD) 

participant 
demographics vs. all 
participants

● Clear difference in 
diversity of 
participants

● Surveyed FQHC 
patients to learn 
more about interest 
and awareness of 
DHT devices

Fitbit participants all AoU participants
White 78.43% 47.80%
Black or African American 5.41% 20.69%
Hispanic or Latino 4.41% 16.08%
Asian 3.04% 2.94%

female 70.10% 59.60%
male 29.01% 39.02%

Advanced degree 36.18% 17.68%
College graduate 32.82% 19.93%
1-3 years of college 23.20% 25.63%
high school only 6.34% 20.92%

income >$25K/yr 85.34% 49.97%
income <$25K/yr 8.50% 31.16%

live in an urban area 90.38% 94.03%
live in a rural area 9.16% 5.97%

All of Us Research Program participants





Inequity

https://www.nature.com/articles/s41746-022-00593-x



What is a future vision of DHT in health, and how 
do we get there (safely & equitably)?



What do I even mean by health, and how can DHTs inform?

● Meet you where you are in 
everyday life, not just clinical 
encounters

● Continuous data stream helps 
establish a baseline for 
physiological parameters

● Signal to test 
● Precision medicine 
● Real-world evidence 
● Health decision making with 

YOU at the center



An example from my life

● Power Zone training
● Functional Threshold 

Power

● Opportunity to think 
rationally about life 
choices

● Access to personal training 
at scale



Another example from my life

● First trimester Cytomegalovirus (CMV)
● Absent end diastolic flow
● 28w, 1lb 10oz



How do we realize the potential?
● Expand use of of data beyond clinical applications

○ Real world evidence generation 
● Expand access to data

○ AoU but need others
● Share standards/frameworks
● Innovation in tools & methods
● Ripe for innovation:

○ Sleep study
○ Women’s health
○ Cardiovascular diseases
○ Public health



How do we do it safely?
● Build technology with unintended use in 

mind
● Zero trust
● API strategy for JIT right-sized data access 

with audit logs



How do we do it equitably?

● Human-centered design
● Collaborate with communities

○ Honor history and culture
● Improve access to the basics

○ e.g. healthcare, broadband, health literacy
● Public-private partnerships

○ Robin-hood models for companies



Key themes to close

● Data are the foundation for discovery and insight
● Technology can enable and is only useful if people use it
● Cross-sector partnerships (it takes a village)
● Proactive security especially for emerging technology
● Curiosity about ourselves

BLUF: An “n of 1” approach is needed to link data from digital 
health tech to useful applications. Wearables as the new “omic.”



Thank you!!



Thank you!!



draw a modern art painting of the ecosystem of digital health technology 

Getting visual inspiration from DAL-E


