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Breakthroughs

Where AI is genuinely 
transforming the field

Band-Aids

Where AI is being 
oversold

Existential Risks

Today’s    
AI Paradox

Where AI has life or death consequences
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Source: https://www.ltad.com/news/10-innovations-that-make-driving-safer-and-what-comes-next.html

US motor vehicle deaths decreased as 
safeguards become more prevalent

Seat belts Crash tests

55 mph 
speed limit

Air bags

$4 gas

Data source: Wikipedia, Graphic: 
http://robslink.com/SAS/democd79/us_traffic_fatalities.htm
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Mature industries develop safeguards

Motor vehicle safeguards

The automotive safety system market is valued at $145.6 billion in 2026 
(https://www.stratviewresearch.com/121/automotive-safety-system-market.html)



How might we build a vibrant, trustworthy 
AI ecosystem for biomedicine and 

healthcare?
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Case Studies

• Antimicrobial resistance

• Clinical decision support

• Biosecurity
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Antimicrobial Resistance (AMR)
A  G r o w i n g  G l o b a l  C r i s i s

~5M
Deaths linked to AMR
annually (2019, 2021)1

8.2M+
Projected annual deaths

by 20501

$100T
Estimated global economic

loss by 20502

Clinical Failure

Common infections — UTIs, pneumonia, sepsis — 
become untreatable as first-line antibiotics lose 
effectiveness.

Surgical & Procedural Risk

Chemotherapy, organ transplants, and routine 
surgeries become life-threatening without 
effective prophylactic antibiotics.

Accelerated Resistance Spread

Overuse in agriculture and healthcare drives rapid 
emergence and global spread of resistant strains.

Limited Treatment Pipeline

Few new antibiotics are in development; low 
profitability discourages pharmaceutical 
investment.

Healthcare System Strain

Prolonged illnesses, ICU admissions, and longer 
hospital stays increase costs and overwhelm 
systems.

Disproportionate Global Impact

Low- and middle-income countries bear the 
highest AMR burden due to limited diagnostics 
and treatment access.

Sources: 1Global burden of bacterial antimicrobial resistance 1990–2021: a systematic analysis with forecasts to 2050, Lancet (2024), 2Review on Antimicrobial Resistance (2016; https://amr-
review.org/background.html)
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COLLINS LAB
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Toward Antibiotic Susceptibility Testing in 4 Hours

Microfluidic devices hold 
millions of bacteria in trenches1

Different bacterial 
lineage in each trench1

Hyperspectral imaging to 
identify and track bacteria 

in each trench2

Time

1 Bakshi, S., Leoncini, E., Baker, C. et al. Tracking bacterial lineages in complex and dynamic environments with applications 
for growth control and persistence. Nat Microbiol 6, 783–791 (2021). https://doi.org/10.1038/s41564-021-00900-4 

2 Ollion, J., Elez, M. & Robert, L. High-throughput detection and tracking of cells and intracellular spots in mother machine 
experiments. Nat Protoc 14, 3144–3161 (2019). https://doi.org/10.1038/s41596-019-0216-9 

Hospital device:
Bacterial extraction and 

testing in minutes

Research device:
Examine 50M 
cells per week

https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41564-021-00900-4
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
https://doi.org/10.1038/s41596-019-0216-9
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Opportunity: AMR Data as a Public Utility1,2

Research device

Hospital device
Millions of bacteria

• Tracking bacterial strains across 
patients and hospitals

• Antibiotic resistance across time   
and space

• Response to novel antibiotics

• TBs of data per day

• Opportunity for responsible, privacy-
preserving public utility for data

Unprecedented Data on 
Bacterial Infections

1 Melissa A. Haendel et al., Governing real-world health data as a public utility. Science 391,993-996 (2026). DOI:10.1126/science.aeb1178;
2 Katie Palmer, Patient health data as a public utility: A former ARPA-H data chief explains. Stat+. (2026). 
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/ 

https://doi.org/10.1126/science.aeb1178
https://doi.org/10.1126/science.aeb1178
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
https://www.statnews.com/2026/03/05/who-owns-patient-health-data-public-utility-model-proposal/
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Clinical 
Applications
AI Diagnostics, Patient-facing chatbots
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* An AI-generated vision of breakthroughs in healthcare.
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Patient Facing 
Chatbots

• Radiology diagnostics, 
prediction of patient 
state using EHR data

• Deep learning, 
classification algorithms, 
regression models,   
time-series analytics

Predictive AI

• Medical advice directly 
to patients

• LLMs
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Why predictive AI degrades in clinical settings

Data distribution 
from pre-clinical tests

Data distribution 
in clinical setting

Data drifts 
over time
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Pre-clinical performance doesn’t predict clinical utility.1

Data distribution 
from pre-clinical tests

Different distributions 
at different hospitals

Data drift 
across location

91%
of machine learning

models degrade
as they age2

24%
of radiology algorithms show a 

substantial loss in performance in 
new environments3

9%
of FDA-registered AI
tools include a post-

deployment surveillance plan4

81%
of radiology deep learning
algorithms underperform
in new clinical settings3

Sources: 1Harvard Science Review 2026 (https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/)
2 Vela, D., Sharp. et al. Temporal quality degradation in AI models. Sci Rep. 2022. doi: 10.1038/s41598-022-15245-z 
3 Yu AC, Mohajer B, Eng J. External Validation of Deep Learning Algorithms for Radiologic Diagnosis: A Systematic Review. Radiol Artif Intell. 2022 May 4;4(3):e210064. doi: 10.1148/ryai.210064.
4 Muralidharan V, et al.. A scoping review of reporting gaps in FDA-approved AI medical devices. NPJ Digit Med. 2024 Oct 3;7(1):273. doi: 10.1038/s41746-024-01270-x..; 

https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
https://harvardsciencereview.org/2026/03/11/clinical-ai-deployment-gap-hospital-adoption/
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AI 
recommendation

Later, health record 
indicates if AI was 

right

Missing Feedback Loop

• Patient outcome extracted from record
• Continuous validation
• Recalibration

Toward Automated Local Monitoring

Test Results
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An intuition for how LLMs work

Source: Bruckmaier G, Krauss S, Binder K, Hilbert S, Brunner M. Tversky and Kahneman's Cognitive Illusions: Who Can Solve Them, and Why? Front 
Psychol. 2021 Apr 12;12:584689. doi: 10.3389/fpsyg.2021.584689. PMID: 33912097; PMCID: PMC8075297.



Roberts Strategic Consulting, LLC

Complexity

• Many ways to express the same question

• Responses depend on context

• Counterintuitive errors are hard to diagnose 
and predict 

• Medical knowledge continues to evolve

High stakes, millions of people

• “Safe enough” depends on context

• Rare mistakes still affect thousands of people

• Human experts can only evaluate a small 
fraction of responses

20

Why evaluating chatbot medical advice is hard

Works today, broken tomorrow

• Probabilistic outputs

• Models, data, and context change constantly

• People interact in unexpected ways

New frameworks needed

• Inadequate pre-market regulatory processes

• Lack validation software that works as well as 
experts

• Liability for AI medical errors is ambiguous, 
making it unclear who should invest in test 
infrastructure
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Red Team Exercises to Understand Chatbot Errors in Medicine

Chang, C.T., Farah, H., Gui, H. et al. Red teaming ChatGPT in medicine to yield real-world insights on model 
behavior. npj Digit. Med. 8, 149 (2025). https://doi.org/10.1038/s41746-025-01542-0
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Automated Evaluation with Domain Expertise

Approach F1 score

Ensemble 

method with 

human-aligned 

dimensions

0.72 for 

hallucinations

0.637 for 

omissions

Human raters 0.536 avg. 

(0.406-0.667)

LLM as judge 0.591 max

RefChecker 0.271

Evaluation of 
counseling responses

Khizar Hussain et al. Blending Human and LLM Expertise to Detect Hallucinations and Omissions in Mental Health Chatbot Responses. 2026. 
arXiv:2604.06216

https://arxiv.org/abs/2604.06216
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Biosecurity
Mitigating existential risks, 
Digital health security

23



Roberts Strategic Consulting, LLC

24

SAMPLE RISKS MITIGATION EXAMPLES
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Tiered Access Controls

• Tiered access appropriate 
to the data sensitivity

• Protected information
• Training data

• Models

• Semantic space that stores 
sensitive biological 
information

• Query responses

• Indicator and warning 
system for dual use queries

25

https://cset.georgetown.edu/publication/mapping-biosafety-level-3-laboratories-by-
publications/

Biosafety Levels for Labs

Biosafety Levels 
for Models and Data
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Digital Health Security
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1/3
of rural hospitals at risk of closure due to 
severe financial instability; ransomware 

attacks can finish the job1

1 https://ruralhospitals.chqpr.org/downloads/Rural_Hospitals_at_Risk_of_Closing.pdf
2 https://www.trellix.com/assets/reports/trellix-healthcare-cybersecurity-threat-intelligence-report.pdf

28%
Increase in inpatient mortality rate 

during a cyber attack2

81%
Increase cardiac arrests at neighboring 

hospitals when cyber attacks cause 
patients to be diverted2

AI-assisted patching:  The next frontier

https://ruralhospitals.chqpr.org/downloads/Rural_Hospitals_at_Risk_of_Closing.pdf
https://ruralhospitals.chqpr.org/downloads/Rural_Hospitals_at_Risk_of_Closing.pdf
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Toward a vibrant, trustworthy AI ecosystem 
for health and biomedicine

• Data as a public utility to accelerate breakthroughs

• Continuous recalibration

• Clinician-guided probes to understand the strengths and weaknesses 
of health AI systems

• Biosafety levels for models and data

• AI-assistance to eliminate cyber vulnerabilities in hospitals

27
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Breakthroughs Band-Aids

Existential Risks

The future depends on what we do next.
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